
1.Who Are We?
We are The Literary & Philosophical 
Society of Newcastle upon Tyne. We are a 
company (registered in Great Britain number 
062209530) and an English/Welsh registered 
charity (number 1120948). Our contact 
details can be found below. We’re usually 
called the “Lit & Phil”.

2. What is this Policy About?
This policy applies to any engagements you 
may have with the Lit & Phil, for example 
becoming a member, donating to us, visiting 
our website, using our systems (such as our 
Wi-Fi) or visiting our building.

3. What type of information does 
the Lit & Phil collect about you?
a.   The nature and types of personal 
information we collect and process from you 
will depend on how you engage with us.   
We will normally collect personal 
information directly from you when you 
volunteer it to us, or when we acquire it 
from your use of our services. 

b.   If you have visited our building, become 
a member, attended one of our events, 
contacted us, or signed up to use one of 
our services, this may include the following 
categories of personal data:
  i. your name and title
  ii. your contact information (telephone 
numbers, postal and/or email address)
  iii. age and/or date of birth
  iv. gender
  v. login credentials (including username 
and password)
  vi. payment information (such as debit  
or credit card details)
  vii. educational institute details (such as 
your school, university or college)
  viii. marketing preferences (for example 
where you have opted in to receive our 
newsletter)
  ix. visit history, habits, activities and 
behaviour (such as when you visited our 
building or whether you attended as part of 
a group)
  x. preferences, access needs and dietary 
requirements
  xi. reason(s) for contacting us, such as 
enquiries or requests
  xii. opinions, preferences, feedback, 
complaints, comments and/or suggestions 
(including comments made on any social 
media pages and online discussion forums)
  xiii. security related information (such as 
proof of address if you become a Member, 
security incident reports, or CCTV footage 
of our public areas)

c.  Where you have used our Wi-Fi, we may 
also collect and process:

  i.device information (such as MAC 
address, IP address, operating system and 
browser type)
  ii. location information (such as may be 
found from your mobile device)
  iii. online browsing habits, activities and 
behaviour (such as which of our web pages 
you have visited and when you visited them)

d.  This list is not intended to be complete 
and may be updated from time to time as 
our legitimate business needs and legal 
requirements dictate.

e.  Where it is necessary and lawful to do 
so, we may also collect information from 
and/or combine your personal information 
with information from other sources.

f.  The law protects certain types of 
“special category information” about you. 
This is personal information which concerns 
racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade 
union membership, and the processing 
of genetic data, biometric data for the 
purpose of uniquely identifying someone, 
data concerning health or data concerning 
someone’s sex life or sexual orientation.

g.  We do not normally collect any such 
information from or about you, and do not 
wish to do so unless it is essential. If we do, 
we will normally ask you only with your clear 
consent and for a specific purpose, such as 
dietary or access requirements. Please do 
not provide us with such information in any 
other circumstances.

4. How does the Lit & Phil collect 
your personal information?
a.  We may collect your personal 
information whenever you use any of our 
services, including using our website or 
visiting our building. This would include when 
you:
  i. communicate with us (via email, post, 
filling in contact or joining forms, telephone, 
text messaging, social media, or similar)
  ii. visit our building and use systems and 
equipment located there; or
  iii. access our website.

b.  In certain circumstances, the Lit & Phil 
may also collect your personal information 
from (and/or combine it with information 
from) other sources, such as:
  i. individuals and/or organisations where 
you have agreed that they may provide your 
personal information to us;
  ii. government, regulatory, tax or law 
enforcement agencies; or
  iii. other sources, such as when 
information about you is volunteered by a 
third party e.g. mentioned in a complaint or 
part of a group booking arrangement that 

they facilitate.

5.How and Why does the Lit & Phil 
use your personal information?
a.  The Lit & Phil may use your personal 
information for a variety of purposes, 
depending upon how you are interacting 
with us and the goods or services you are 
receiving from us. Quite often we will use 
your data simply to fulfil a request that you 
have initiated, such as to deal with your 
enquiry, give you access to the Lit & Phil 
building, provide a requested book to you, 
send you tickets to an event, or otherwise to 
provide you with and enable you to use our 
services. 

b.  You may also choose to share certain 
information with us as part of a research 
project or a joint academic collaboration.

c.  The Lit & Phil may also use your 
personal information to manage and develop 
the services that we offer, for example to:
  i. contact you if we have not heard from 
you for a certain amount of time;
  ii. invite you to provide feedback, assist 
with surveys and input into consultation 
exercises;
  iii. provide you with administrative 
information and/or service announcements 
and updates (including changes to our 
policies and terms);
  iv. ensure our records are accurate and 
up to date;
  v. fulfil any contract the Lit & Phil has 
with you (e.g., where you make a purchase 
from us or buy or renew membership and 
we need to process your payment or deliver 
something to you);
  vi. administer our legitimate internal 
management analysis, audit, forecasts and 
business planning and transactions; or
  vii. enforce our rules and policies, and 
maintain our security (for example our rules 
about conduct in our building).

d.  The Lit & Phil may also use personal 
data to ensure we can meet our legal, 
regulatory and good governance obligations, 
such as to:
  i. comply with our legal obligations and 
perform our statutory and public functions 
and duties as a charitable company;
  ii. help ensure your safety and the security 
of our premises and collections;
  iii. establish, defend or exercise our legal 
rights;
  iv. comply with orders or requests 
received from regulatory, governmental and 
judicial bodies or others with a lawful right 
to demand it; or
  v. comply with our legal, regulatory and 
internal governance obligations (such as our 
record retention policies).

PRIVACY POLICY
This policy outlines our obligations and your rights under data protection legislation



e.  The Lit & Phil is only legally allowed to 
use personal information if we have a proper 
reason (known as a “legal basis”) to do so. 
The ‘legal basis’ relied on to process the 
personal data we hold will depend on the 
way in which you have engaged with the Lit 
& Phil, or the service or product you use or 
sign up for. We may process your personal 
data because:
  i. you have given (and have not withdrawn) 
your consent (e.g., for the provision of 
marketing and other physical or electronic 
correspondence)
  ii. it is necessary for the performance 
of a contract with you (e.g., the purchase 
of membership, tickets or other goods or 
services)
  iii. we are under a legal obligation to do 
so (e.g., for equality monitoring or health & 
safety purposes)
  iv. where it is in our legitimate interests to 
contact you in order to raise funds or 
otherwise to further our charitable 
objectives; or
  v. where it is in our legitimate interests to 
contact you in order to offer similar goods 
and services to those we have provided or 
offered to provide you in the past, such as 
advertising events.

f.  Please note that in considering our 
legitimate interests to process your data we 
have determined that such processing is not 
likely to be intrusive or excessively infringe 
on your rights and freedoms. These interests 
may include: 
  i. Charitable work: including achieving our 
charitable objectives to promote education 
in the Northeast of England by, amongst 
other things, the provision of information 
and services, research, and the promotion 
and management of events; and
  ii. Campaigning, fundraising and 
marketing: including sending direct marketing 
by post (and in some cases by electronic 
means for some existing supporters and 
members), thank you letters, analysis, 
targeting and segmentation to improve the 
efficiency of our communication and manage 
your communication preferences, and in 
some cases, advertising goods and services 
similar to those which you have bought 
from us or shown interest in before (in 
particular the purchase of membership). To 
find out more about how we process your 
information, or if you would like to change 
how we contact you, please contact us.

g.  We maintain an archive of individual 
membership details dating back to our 
foundation in the 18th century. We 
assess this to be necessary in the public 
interest, and that anonymisation of the 
data would not fulfil the archive’s purpose. 
We do not use the archived data for any 
current operational needs of the Lit & 
Phil whatsoever; we restrict access to 
researchers in good faith; and we maintain 
the archive securely with controlled access.

h.  To ensure that we serve everyone 
equally, we may seek your consent to analyse 
your personal data for the purposes of 
ensuring that those to whom we provide our 
services accurately reflect the whole of the 
population we serve. 

6. Depersonalised and anonymous 
information
a.  Depersonalised or aggregated 
information does not personally identify 
you. We may convert personal information 
into depersonalised (“pseudonymous”) data 
or anonymous data for statistical analysis 
and administration, tailoring products and 
services, risk assessment and analysis of 
costs and charges in relation to our services 
(normally on an aggregated statistical basis). 

b.  Anonymised personal information 
may be held in one or more computerised 
systems to ensure that we have clear 
and accurate records about your use of 
our services, to help understand your 
requirements, and how we might provide 
other and better services in furtherance of 
our charitable objectives.

7. Does the Lit & Phil share 
personal information with third 
parties?
a.  The Lit & Phil will take appropriate steps 
to ensure that your personal information 
will only be made available to those 
members of our staff who need to see it in 
order to perform their functions, roles and 
responsibilities at the Lit & Phil in respect of 
the services you have requested or are using.

b.  The Lit & Phil engages various third-
party service providers to assist with 
the performance of certain functions or 
to provide services on our behalf. These 
third-party service providers may act as 
“data processors”, processing your personal 
information on our behalf in order to assist 
the Lit & Phil, or to provide an agreed 
service to you. All of our data processors 
are bound by contractual terms in order to 
ensure that your personal information will 
be protected appropriately. 

c.  The Lit & Phil may be required to share 
your personal information with other people 
and organisations outside the Lit & Phil to 
the extent permitted or required by law. This 
may include:
  i. government authorities, law enforcement 
and regulatory authorities where required or 
permitted by law, and for tax or other lawful 
purposes; and
  ii. external parties in response to legal 
process, and when required to comply with 
laws, to respond to an emergency, or to 
enforce our agreements, policies, rules and 
terms, or to protect the rights, property or 
safety of our staff, agents, customers and 
other users of our services.

d.  Where we are required to share your 
personal information with a third party other 
than a data processor, you will be informed 
of the identity and location of the relevant 
recipient if the law permits it. 

e.  We may share your personal 
information with other organisations who 
we consider might provide other services 
of benefit to you, with your consent or 
where we have a legitimate interest to do so 
having regard to your fundamental rights and 
freedoms.

8. Will the Lit & Phil send your 
personal information outside the 
UK?
Where we (or a data processor acting 
on our behalf) transfer your personal 
information to countries outside the UK, 
we will put in place appropriate measures 
(as required by law) to ensure that those 
transfers are adequately protected. 

9. What are your choices relating to 
contact from us?
a.  Service-related Communications. 
We may contact you with information 
that may affect your use of a service, for 
example, disruptions to services, building 
closures, lost property, or problems with 
orders. You will not be able to unsubscribe 
from administrative and service-related 
communications (e.g., to members about 
their membership).

b.  Direct Marketing. The Lit & Phil would 
like to provide you with information about 
new services, products, events, courses, 
collections, promotions and offers from 
the Lit & Phil which may be of interest to 
you. We may contact you to tell you this 
information, but we will either:
  i. obtain your consent before contacting 
you with direct marketing in this way; or 
  ii. contact you in exercise of our 
legitimate interests: see 5.f above.

c.  Any direct marketing communications 
that you receive from the Lit & Phil will 
include a simple way for you to decline or 
change your mind about further marketing, 
such as an ‘unsubscribe’ link, or an email 
address to which you can send an opt-out 
request. The Lit & Phil will take steps to stop 
any direct marketing to which you object, 
or in respect of which you withdraw your 
consent, within one calendar month being 
told of your objection or withdrawal of 
consent.

10. What are your rights in relation 
to your personal information?
a.  You have a number of rights in relation 
to your personal information, although 
in some cases these rights are subject to 
certain conditions and limitations. You are 
entitled to:
  i. request copies of, and/or access to your 
personal information.
  ii. request that your personal information 
be corrected where inaccurate or 
incomplete;
  iii. request that your personal data be 
deleted or that we stop using your personal 
data where it is no longer necessary. This 
right normally only applies where your 
information was provided or processed on 
the basis of consent, or in the performance 
of a contract with you which lapsed more 
than seven years ago; and
  iv. request that we stop sending you direct 
marketing communications.

b.  If you would like more details about 
these rights as they apply to a specific 
service of the Lit & Phil, or to exercise any of 
your rights, please contact us by emailing  
privacy@litandphil.org.uk or writing to:

Privacy
The Lit & Phil
23 Westgate Rd
Newcastle upon Tyne
NE1 1SE

c.  To help us identify the personal 
information you are referring to, please 
include any details that will enable us to 
locate the relevant personal information, 
such whether you are a member or details of  
how you have previously engaged with the 
Lit & Phil.

d.  We may contact you to ask you to 
provide a form of identification (e.g., a 
driving licence, utility bill or passport) so that 
we can be sure we do not provide personal 
data to the wrong person.

e.  We will aim to provide you with our 
response within one calendar month of the 
Lit & Phil accepting your request and we 
will tell you if it is necessary to extend this 
period.

11. Retaining your personal 
information
a.  The Lit & Phil will only keep your 
personal information for as long as is 
necessary for the purposes for which it was 
obtained. 

b.  When the Lit & Phil decides that holding 
your details is no longer necessary, we will 
securely delete or destroy your details.

c.  We will keep your details on record 
until we have completely dealt with any 
request or enquiry, or our contract with you, 
and then for a reasonable period afterwards, 
in accordance with data protection and 
other applicable legislation, as set out in our 
records management policy.

12. Other information
a.  Online payments by credit or debit 
cards for some services provided by the 
Lit & Phil are processed under contract 
using specialist payment processors. When 
a payment is processed by a data processor 
acting on our behalf, card details are 
collected over a secure link and protected by 
industry standard software which encrypts 
your information. We do not collect any 
payment card account details and they are 
not made available to us.

b.  Our service provider will use the 
information you provide to process your 
payment or to refund any monies due to you. 
Payments processed on behalf of the Lit & 
Phil are managed in line with the Payment 
Card Industry Data Security Standard.

13. How to make a Data Protection 
Complaint
a.  The Lit & Phil is committed to 
handling personal data responsibly and in 
accordance with data protection law. If you 
are concerned about how the Lit & Phil 
has collected, used, shared, or otherwise 

processed your personal data, or wish to 
make a complaint in relation to your data 
protection rights you can write to us at:
Email:  
privacy@litandphil.org.uk

Post:  
Privacy
The Lit & Phil
23 Westgate Rd
Newcastle upon Tyne
NE1 1SE

b.  Please provide as much detail as 
possible about your concern or complaint, 
including any relevant dates, documents, or 
reference numbers so that we can address 
your complaint efficiently.

c.  Acknowledgement. We will acknowledge 
your complaint as soon as possible, and 
not later than within thirty working days of 
receipt.

d.  Investigation. Your complaint will be 
reviewed by our privacy manager or, if they 
are not available, by another senior member 
of staff, under the supervision of a member 
of the Board of Trustees. We will consider 
your concerns carefully, gather any necessary 
information, and may contact you if we 
need clarification. We will investigate your 
concerns fairly, impartially and without undue 
delay. This may include:
  i. reviewing relevant systems and records;
  ii. contacting you for clarification, if 
needed;
  iii. consulting relevant internal teams; and
  iv. evaluating whether we have complied 
with data protection law.

e.  Response. We will provide a full 
response to data protection complaints 
If we need more time to complete our 
investigation, we will let you know and 
explain why. Our response will explain:
  i. the steps we have taken to investigate;
  ii. the findings of that investigation;
  iii. whether or not your complaint has 
been upheld
  iv. any steps we have taken, or will take, to 
address the issue;
  v. your right to escalate the matter if you 
remain dissatisfied.

f.  Review of the Response. You may ask 
(contact details as 13.a above) for a review of 
our response by our Board’s Administration 
Committee, who will respond with 21 days 
of receiving your request for review.

g.  If  You Are Not Satisfied with Our 
Response. If you remain dissatisfied after 
we have issued our final response to your 
complaint, you may raise your concern with 
the Information Commissioner’s Office 
(ICO) in writing to Wycliffe House, Water 
Lane, Wilmslow, Cheshire, SK9 5AF, or via 
their website https://www.ico.org.uk.

14. Changes to this Privacy Policy
a.  We may change this policy from time to 
time to reflect changes in the law and/or our 
privacy practices. We will update the date 
at the bottom of this page whenever we do 
that. We encourage you to check this policy 
for changes, for example when you revisit 
our websites. In the event of a major change 

to our policy we will contact you to inform 
you of the change.

b.  By submitting your personal information 
to us, you are indicating that you understand 
how we use your personal information, as 
described in this policy.

15. Contact us
If you have any questions, please contact our 
Privacy Manager:
Email:  
privacy@litandphil.org.uk

Post:  
Privacy
The Lit & Phil
23 Westgate Rd
Newcastle upon Tyne
NE1 1SE




